HUNTER Y @ BOUNTY 512,500 I LVL 9

BUG BOUNTY HUNTING

HOW I GOT STARTED AMD HOM YOU CANM TOO *:

breachsimrange

Security And Hacking Conference

*- FAHAD FAISAL =the_fahad_faisal
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éa )
PLAYER SELECT
e
]

SELF-TAUGHT

Started by reading disclosed
HackerOne reports when

W studying on high school.

BUGS IN BIG HAMES

Found bugs 1n programs
inluding Apple, Department
of Defence, Dell, Spotify,
Bitge and my more,

STILL HUNTING

S5till deing part-time bug
Bounty hunting. Earned over
$100k in rewards over
different platforms.

2

https://breachsimrange.io




. ACCEPTED 31 . BOUNTY %12, 35300 PAID $5$5% .

TUTORIAL

WHAT IT IS

& Companies pay you to find and responsibly report security bugs. The work is legal,
remote, and paid per valid bug kased on the severity

HUNT * FINHD * REPORT # REWARD

Test an 1n-scope _ Write 1t up with Valid bug earns a
Discover a real bug

target proof kBounty

https://breachsimrange.io
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N
(TUTDEIQL
* *

PLATFORMS HackerOne, Bugecrowd and Intigriti list programs and pay kounties,
SCOPE The assets you are allowed to test. Out of scope stays untouched.
SEVERITY Rated low to critical. Higher impact means a higher bkounty,

& H
WORKFLOW Submit, a triager validates, then a bounty to retest.

\_ J

https://breachsimrange.io
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N
( MIMDSET

HARRDW aHD RNIDE SCOPE

* o
NARROW SCOPE WIDE 5COPE
Specific assets like app.example.com and Anything under *.example.com, plus third-
api.example.com, party doemains, mekile apps and GitHub
leaks.
Widely tested, so more competition. Find forgotten assets that get less attention.
% 1

https://breachsimrange.io
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LEVEL 1

MY ORIGINMN STORY
&
%

It started with cne disclosed report.

While going through the daily disclosed
HackerOne reports, something caught my
attention: cache-peisoning kugs by Youstin.

https://breachsimrange.io



STREAK

.*. REP 9000 . BOUNTY $12, 500

m
M

-

DISCLOSED HACKERONE REPORTS

. -+ Exodus 0 .
@ Cache Poisoning DoS on downloads.exodus.com
'*' Bug reported by youstin was disclosed 5 years ago Uncontrolled Resource Consumption
- |
:I\J |\‘|_
\]:_:E\
-
h = HackerOne Medium
@ Static files on HackerOne.com can be made inaccessible through Cache Poisoning attack
. Bug reported by youstin was disclosed 5 years ago Uncontrolled Resource Consumption .
L} L} L}
- - -
:!:: youst.in/research/cache-poisoning-at-scale
& GitLab
. Cache poisoning Denial of Service affecting assets.gitlab-static.net ‘
Bugreported by youstin was disclosed & years ago Uncontrolled Resource Consumption
JS and CSS files. This summary was automatically generated. ‘
R. Rockstar Games - esolved N
e Cache Poisoning DoS on updates.rockstargames.com :'|_J E'.
| —
Bug reported by youstin and d0Oxing was disclosed 5 yearsago  Collaboration ol
[ ] u

https://breachsimrange.io
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r--------------------------1
:‘ BUG BOUNTY

I“TEHEE'EE'E!EIE

l %A cache stores a copy of a page the first time it is served, so the next visitor gets that

%

copy 1nstead of reaching the origin server,

USER A CACHE USER B

Requests the page. Origin 3 S
Holds the copy close to Gets the cached copy

builds 1t, cache stores a

Users, instantly.
copy.

By If an attacker makes the cache store a harmful or broken response, every later visitor

1s served 1t from the cache.

https://breachsimrange.io
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THE FIRST WIHN

Wy FIRST BUG

( A
MAMUAL FIRST Y
18
11
12 domain = input(Fore.GREEM + "The domain need to test: ") :*:
. 13
Tested my private programs one by cne, by hand. Jy comalnitemn = TRERLL/LTe domain + %/favicon dcoTrsionmpeci
16 default_headers = {'User-Agent': 'Mozilla/5.9 (X11; Linux xB6 64; rv:78.0) Gecko/20100101 Firefox/78.8' ,'Accept’': 'text/html,a
17

18 cookies = {'Cookie': ‘amp dddéec=6LwNeSYMZM-nTG2uV7Arhg...1frqdddb9.1frqdodfu.12.15.27; gcl au=1.1.1342798764.1641930296; ga=G
19 session = requests.Session()

20 ﬁessionimax_redirects = lq_

21 sending reqﬁest = session.get(url = domain_scan, headers = default_headers, cookies = cookies , allow redirects=False)

22 space line()

23 print(Fore.BLUE + "The status code : " + str(sending_request.status_code))
STMPLE SCRIPT 24 apace.\inel)

25 print(Fore.RED + "The url used for testing : " + sending_request.url)
26 space line()
27 print("Response Headers : " + str(sending_request.headers))

It h I{ I 5 l I 5 t 5 t h 5 28  response headers = sending request.headers

C 'EC 'E{ 'a. S 1 ng 'E Cﬂ'n{ 1 1 On ’ nﬂ' 1 ng mﬂ're ] 29 status code = sending_request.status_code

30
3l try:
32 | sending request = session.get(url = domain_scan, headers = default headers, cookies = cookies , allow redirects=True)
EE]
34 except requests.exceptions.TooManyRedirects:
35 space line()
36 print{Fore.GREEN + "Target Is wulnerable")

a

IT WORKED

Enough to land my first valid report. I created a pythen script to scan all the targets for

this 1ssue and found this on many private programs, 'ﬂll'

https://breachsimrange.io
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r--------------------------1

lum-il
|

BUG BOUNTY

»—FTorwarded—-—sche = 301 = 301 = A0] =

¥ testpy

10

11

12 domain = input(Fore.GREEN + "The domain need to test: )

13

14 domain_scan = "https://"+ domain + "/favicon.ico?version=pocl23

15

16 default_headers = {'User-Agent’: 'Mozilla/5.0 (X11; Linux x86 64; rv:78.0) Gecko/20100101 Firefox/78.8' ,'Accept': 'text/html,ap]
17

18 cookies = {'Cookie': "amp dddéec=6LwNeSYMIM-n7G2uV7Arhs...1frqdddb9.1frqdodfu.12.15.27; gcl au=1.1.1342798764.1641930296; ga=0Gf
19 session = requests.Session()

20 session.max redirects = lﬂ

21 sending_request = session.get(url = domain_scan, headers = default_headers, cookies = cookies , allow redirects=False)

22 space line()

23 print(Fore.BLUE + "The status code : " + str(sending request.status code))

24  space_line()

25 print{(Fore.RED + "The url used for testing : " + sending_request.url)

26 space line()

27  print("Response Headers : " + strisending request.headers))

28 response headers = sending request.headers

29 status_code = sending_request.status_ code

30

31 try:

32 | sending request = session.get({url = domain scan, headers = default headers, cookies = cookies , allow redirects=True)
33

34 except requests.exceptions.TooManyRedirects:

35 space line()

36 print(Fore.GREEN + "Target Is wulnerable™)

-y

https://breachsimrange.io
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. BOUNTY 512, 500

SCALING UP

AUTOMATING THE CHECK

def domain_scanner({sub domnames ) :
print(Fore.RED +
:*: space linei)
print(Fore.BLUE + '

# Lloop for getting URL's
for subdomain in sub domnames:
# making url by putting subdomain one by one
url = f~https://{subdomain}/robots.txt?version=pocl23
# using try catch block to aveoid crash of
# the program
try:

# sending get request to the wurl
request send = requests.get{url

3

# if url is invalid then pass it

except requests.exceptions.ReadTimeout:
ﬂ pass

except requests.ConnectionError:
H pass

except requests.exceptions.InvalidURL:

H print{Fore.BLUE + "An invalid url found + url)

except UnicodeError:
H pass

except KeyboardInterrupt:

«es==SCANNEF STArtEd---cececccescnncnennnncccncnnnns!

, headers = default headers,

THE BUG EXITS ON MANY TARGETS

cookies = cookies, timeout=6, allow redirects= False)

https://breachsimrange.io
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LOOT

P\‘@‘dm cametome00E with a $350 bounty. Movember 7, 2022, 11:49pmUTC
Hi @cametome006,

Please accept our apologies for the delayed response. We will do better going forward, and we are awarding this bounty with a bonus to recognize

2

your patience and understanding.

‘ -rard-ed cametome006 with a $400 bounty and a $100 bonus. July 7, 2022, 2:08pmUTC

@eametome00t thanks for this report -- it's a very creative one, and we really appreciate your work here. We will get it fixed as soon as possible!

@ - -rcd corctome006 with a $500 bounty. May 6, 2022, T:4TpmUTC

Hey cametomel06 Thanks for your efforts finding this vuln! We appreciate it!

G (o\varded cametomeD06 with a $1,000 bounty.
& Thank you for your report. We validated the vulnerability and have rolled-out a fix. :*:

-rmard-ad cametome006 with a $300 bounty. April 28, 2022, 9:25amUTC

https://breachsimrange.io
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N
(GDIHG DEEPER
*  VARYING OME PATTERH
o
+ Different CDNs: Akamai, CloudFront,
Cloudflare
+ Malformed or duplicate headers
+ Responses cached by mistake
Research notes. which status codes get cachedacro§§ o
F L . different CONs.
Automation of each new pattern \
. J

https://breachsimrange.io
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EVIDENCE
( A
+>cae i, ] o Feooe .
ﬁnwprocmroddqrmnm:m:_
}k =TS bt csemotne b ansed by g o aded ezt cacheing the 301 redirect loop

leading to static DOS :*:

Redirect-loop DoS in browser

cacheing the 400 bad request
response 1Tt i1llegal value like 7 1s
sent i1n the request headers

Cacheing 400 kad request response

https://breachsimrange.io
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LOOT .-~ RESOLVED ANMD PAID

REWARDS from many progarms

Cache peisoning denial of service by adding an invalid character per RFC 7230 across various programs, resclved and paid.

2

CPDOS due to misconfig $750 :J::
O - i | - Submitied 31 Jan 2023 - Last actiity & year 590 10 points

Resclved Comment 1

Cache Poigon DOS on G- [ ding invalid character defined in RFC7230 (/) in the request, 5750

| D - vy | 51 750 2072 - Lot iy 2y o5 10 points

P3| Resclved Comments 7 :*:
Cache Poison DOS on m domains % adding invalid character defined in RFC7230 (/) in the request. 50
e : go 10 points

El Resclved Comments »

Cache Potson DOS on y adding invalid character defined in RFCT230 (/) in the request. 5750 .
| - Submitied 22 Sep 2022 - Last activity 2 years ago 10 paints
m Fezclved Commenis 4

https://breachsimrange.io
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r--------------------------1

x

i

LEVEL 2

L

HOW I RHUNT -
+

My repeatakle recon process. B
_

!

L

L

L

e

Manual =+ AI ASSISTED =

I I N N N N N N N NN N I S NN S N N N BN S S N N e e

https://breachsimrange.io
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I LvL 2

THE PIFPELIHNE

%
o
|| L | |
EHUMERATE PROBE COLLECT MATCH
. g > > > o
Pull subdomains Find live hosts Historical URLs Flag likely bkugs
haktrails anew httpx gau wayback aT

Then open the interesting URLs and review them by hand. Tools surface candidates, manual review finds the
bug.

https://breachsimrange.io
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o

Ve

THE REAL COMMANDS

RECON IN THE TERMINAL

~ A Pair ctd 1 & DispatchBg&] ctrl shift |

cat scope | haktrails subdomains | anew subs.txt

haktrails subdomains

~ A Pair el 1 & Dispatch G2g cwl shift |
cat subs.txt | ~/go/bin/httpx -sc -cl -ct -title -server -td | anew hosts/http.out

httpx live hosts

gau historical URLs

- J

4 R
~ A Pair crl | @ Dispatch G3& cwl shift | ~ A Pair ctl | @& Dispatch Elgg ctrl shift |
cat subs.txt | cut -d " " -f1 | gau --threads 5 | tee urls.txt gf xss urls.txt | tee xss_candidates.txt

gf ssrf urls.txt | tee ssrf_candidates.txt

—-d |— -

gf pattern match

Fr1 UF‘..-“IIJ LN S IIIIFLII. L L ) l'::’l.ll'I'lll.l R L WL L= L [ Sy ) )

~ A Pair ctl 1 & Dispatch B§&] ctrl shift |

cat xss_candidates.txt | pbcopy 1.txt [+

pkcopy one-liner

;1l}gllll_'ﬁ:llll

. Open Multiple URLS 1.7.5
Opens a list of URLs

1D: oifijhackejakekmnjmphonojcfikpbbh
Inspect views service worker (Inactive)

©

open interesting URLs

- J

PAID $5$5% .

il !’Eﬂl i —luuua

i

I:I i

https://breachsimrange.io
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a0 DEEPER

AUTHENTICATED HUNTING

*0nce you have targets, choose an app with a login. Private dashkoards, bkilling and team
management hold the higher-impact bkugs.

LOG IN HPEDH"-" ALL HWI’-‘ITEH THE API

Use test credentials on an Route all traffic through See how the frontend talks to

authenticated area Burp Suite the backend, then tamper

Extensions I keep oni: Burp Flow for readakle history, AutoRepeater for firing tampered requests and most
IMPORTANTLY!!11 | Read the doecs

https://breachsimrange.io
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-
a0 DEEPER

SJAVASCRIPT AaHALYSIS

% The frontend JavaScript reveals internal APIs, hidden parameters and undocumented endpoints,
all from the client side,

ST EET e Grak every .js file through Burp while browsing, plus waykackurls
for older ones.

H Run xnLinkFinder over the JS to pull URLs, parameters and API
EXTRACT ENDPOINTS
paths.
H Beautify, open in V5 Code, search for userld, token and fetch()
READ IT
galls, :J::
g J

https://breachsimrange.io
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] ]
:i REAL WORLD
[
« PEALIMNG MITH TRIAGERS: TIPS =
. s N s N .
. :* Hi msfvenom, .*. .
. Thank you for your reply. After further reviewing the report we believe that the rate limiting kicks in after a while making the 400 Bad Request to poison only for short . - .
duration. == Triagers may gets confused and that
. Hence this would not have any impact here. Could you please elaborate on this and if you are able to bypass it somehow ? 1 t norma 1 .
= They asked for real impact, and whether I could bypass the rate limit. + : .
:%: They want you to demenstrate impact :}:
== A reproducikle, measurable result
. reate new resource pool - E'Ett IEE it .
Nc‘l ’ . A reproducible proof of
. dimed ustom resource oo . .
[ Maximum concurrent requests: I:I cancept v 1 dEﬂ. t hat 5 hﬂ'WEd . .
. ¥ Delay between requests: milliseconds . + Pl‘lﬂ.ﬂ.f .n.f Cﬂncept Ecrlpt 15 better .
Ficed measurakle impact.
H: e P B R e :*..
[] []
[] []

tlllllllllllllllllllllllllllllllllllll

https://breachsimrange.io
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3

2

. BOUNTY 512, 500

LOOT .-~ RESOLVED ANMD PAID

ISSUE I FOCUS: TDORS and BACs

IDORs and RBACs in the APIs reached other tenants’ confidential documents, 2fa bypasses and ATO

Data

[} e ! 2 .
_ i g | Srubemitesd N5 Apr WS = Laat sttty § daye s

o
¥
t

— by progrann B Saibewaifad D Mar JUIS & Last S0Uaaty LD dvys. 00

— s prapriad | Submmitted KB Mar 20T = Lant activity 3 month ago
R —

5750
10 points

Lomimsent 1

§750

10 poants

Comiments 8

700
10 points

Camimssnts 2

%2 500
20 poinits

Lomimenis 4

https://breachsimrange.io
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LOOT .-~ RESOLVED ANMD PAID

MORE"

A run ¢n the trading platform: IDOR, a 2FA bypass and privacy leaks across subaccounts.

e

5 pronty [] = #19%inD March 17, 202:

password reset mechanism

[Cal gD s T
ht oiigibianeinminnnD

ord] :*:
To: burG DI High
[ ] » #1988435 Auth0 Account Takeover via May 15, 202:

Misconfigured OpenlD

g To: bu/AR: High

https://breachsimrange.io
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LVL 9

LEVEL 3

https://breachsimrange.io

» MY AL AGENT SETHPE -
[] []
n & |
[] []
[] L]
[] []
A central API that keeps all the context in one place, multiple agents
:%: running in parallel for different tasks and a tunnel, so I can access :}:
N everything from anywhere. N
[] []
[] L]
T b
[] L]
F ]
iy » & & & & B & B 5 5SS 8SESESESSESESEEEEEEEee



TARGETS 12= *. . BOUNTY %12, 500 +

LIVE 94

( AL SETUPRP

WHY Al IS HERE

time on judgment.

J4-Recon and first-pass triage are repetitive. Agents handle that velume, so I spend my

AL HANDLES

Enumerate, crawl, diff, summarise J5,
flag candidates,

I HANDLE

Pick targets, verify impact, craft the
PoC and report.

https://breachsimrange.io
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AL SETUPRP

e : ‘E b ﬁ%E‘ErQa
F E;.E: o ’_hﬁkﬁ

oo

L (é* ' 9‘ A
o &:.L . A ,.;"f R

One hunting agent, a skills library, and a shared notes API.

:*: » Driver: Claude Code (also used kiro-cli) . 4
» 5Skills: regon, fuzzing, portscan, js-recoen, burp

BB-Mapper API keeps every target and subdomaln note

A second agent dumps each session hack inte the notes

https://breachsimrange.io



Ig TARGETS 125 §§ BOUNTY 12,500 LIVE 94:*:

AL SETUP JSMon.a1 watches target JavaScript and alerts me when a

J5 MONITORINMNG

change looks high risk, with a diff and a plain summary.

It watches target JavaScript and tells me when a
:*: change looks risky.
®° Telegram # New JavaScript File Enrolled :*:
: JSMon ~
‘ bot . File URL: http://0.0.0.0:8080/prod.}:
ILL} (Y L Tl LEell Upildieu
from 6051daa3fb(47) to Summary:
¥ Fetches and hashes each J5 file 032d7c47e2(73Bytes) This file provides a comprehensive client-side application for
o 02 July testing an inventory management APL. It features a configurable
} Gemlnl scores every change API client with mocking and caching, and a dynamic dashboard UI
! ! ISMon 0018 for viewing products, adjusting stock, and reviewing audit logs....
> HIGH risk pings Telegram . 5 diff.html &P Jusne ¢ :
4.2KB - Show in Finder
l .
E_ JavaScript Change Analysis
1 i has been updated
from 6051daa3Th(47Bytes) to . .
324 : {73B}TTESJF File URL: http://0.0.0.0:8B080/prod.js
ff-sec-here/ 04 July Risk Level: HIGH
= = JSMo 20:46
jsmon Al . - e This change adds a new mock AP1 endpoint for a sensitive admin
4 a'ﬂéé mr.“ I function, introducing a high-risk information disclosure
' S ' vulnerability by revealing the path “J/inventory/admin/delusers” in
[ | has been updated client-side code.
from 832d7c47e2 (73Bytes) to
522 (73Bytes ™
i . diff.html )
fi-sec-here/jsmon.ai ' Write a message... 0 FF 0.0 0.0-8080
Confribute to fi-sec-here/jamon.ai development by creating an account on GitHulb. @ = \“"r", Diff file for http://0.0.0.0:8080/prod J; il *
0

https://breachsimrange.io
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2

3

. BOUNTY 512, 500

AL SETUP

LIVE

THE HMAPPER

Every agent reports into one place. The mapper helds notes, subdomains, J5 files, reports and checklists for each target.

4 BugBount
| % . 9 y Targets Alerts Checklists Progress Scanning Settings
i teSt ® -] Checklists [>-] Shell | N i Delete
-
dl Overview ~ B Assets v Q. Recon ~ 4 Knowledge ~ Sessions
¢ Notable
4 Notes :
)
Scope Entries D Files

.+ AddScope Entry

¥

https://breachsimrange.io
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L3

. BOUNTY S12, 500

STREAK

AL SETUP

2

TARGET HOTES

Years of my own notes become the knowledge kase: findings,

leads and context the agents

read and write bhack.

Target Notes
seneral notes for this targe
Severit
Subdamain Title

il Owendew -

) Assets - i, Recon & Knowledge -~

=l Sesshons

Lead

Sarspiciou

https://breachsimrange.io
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AL SETUP

IT WATCHES FOR CHANGES

When a target changes, an agent checks if it matters. A status code moving from 200 to 403 once exposed an internal data leak I would have
missed,

e

Alerts Dashboard :Jl::

) Clear Visible (1) R

Monitor changes in your reconnaissance data across all targets

Showing1-1of1alerts
TOTAL ALERTS

1 9 & STATUS CHANGED mMEW
:*: Il e et i Status changed: legacy.testcorp.com went from 200 to 403
[ test (¥ 20h ago :*:
« UNREAD » PREVIOUS STATE ® NEW STATE
1 3 N status_code: 200 status_code: 403
Acknowledge Mark Motable View Resource Add Notes

« NOTABLE — N e

| |
13 * '

|

High priority o

https://breachsimrange.io
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AL SETUP

THE SKILLS LIBRARY

Each skill is a reusakle play the agent can run: recon, fuzzing, pertscan, js-recoen, burp, 401-403 bypass, bug-bkounty-mapper.
%
%
BB 401-403-bypass-skill Add Apache HTTP Server Confusion Attacks section (Orange Tsai 2024)
88 bug-bounty-mapper-skill change to bbm cli
:*: B burp-project-parser-skill Add burp project file parser skill
%

B burp-skill Initial commit: agent configs, skills, prompts, and scripts
B fuzzing-skill Remove Burp mentions from all skills/prompts except burp-skill
BB js-recon-skill Initial commit: agent configs, skills, prompts, and scripts
B portscan-skill Initial commit: agent configs, skills, prompts, and scripts b,
B recon-skill Initial commit: agent configs, skills, prompts, and scripts

https://breachsimrange.io
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AL SETUP

A SKILL FILE

Each skill is a small SKILL.md with a strict scope. This one, bug-kounty-mapper, lets the agent talk to the mapper over its bbm CLI.

2

head bug-bounty-mapper-skill/SKILL.md

name: bug-bounty-mapper
:*: description: = 3
Use the "bbm™ CLI to interact with BB-Manager at

Use when the user wants to manage bug bounty data: targets, subdomains, notes,
checklists, scans, fuzzing, ports, alerts, dorkuing, J5 recon, and more.

# Bug Bounty Mapper — bbm CLI Skill

https://breachsimrange.io
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AL SETUP

THE BRAIN-DUMP AGENT

A second agent reads the session leg, sorts what was done by category, and writes structured notes kack per target and subdomain,

2

structured target maln note that helps fTuture hunting Sess10nNs picK up with Tull context. :*:
You use the bug-bounty-mapper-skill for all BB-Mapper API interactions.
## Your Inputs

"BB SESSION ID® — kiro conversation id of the active bugbounty session
- "BB_TARGET _ID" — BB-Mapper target ID (detect from session if missing)
- "BB_LAST DUMP_TS® — last run timestamp, stored in ‘/tmp/bb-braindump-last.ts’

## Step 1: Load Session Log

" "bash
sqlite3 ~/.local/share/kiro-cli/data.sqlite3 \
"SELECT value FROM conversations v2 WHERE conversation id='$BB SESSION ID' ORDER BY updated at DESC LIMIT 1;"

Parse “history’. Filter to entries newer than “BB_LAST DUMP_TS®. Each entry has “user.content.Prompt.prompt’ and ‘assistant’® fields.
## Step 2: Extract What Was Done
Identify actions by category:

| Category | Signals |

|o2sneesees [=eeneeeee |

| **recon** | subfinder, amass, httpx, subdomain enumeration |

| **fuzzing** | ffuf, wordlist, directory/file/vhost fuzzing |

| **portscan** | nmap, masscan |

| **js-recon** | 1S file analysis, secrets, endpoint discovery |

| **manual-testing** | HTTP requests, parameter testing, auth testing |
| **finding/lead** | vulnerability confirmed or suspected |

For each action extract: what was done, which subdomain(s), any results or findings.

## Step 3: Fetch Existing Notes (dedup check)

Before writing anything, fetch current notes:
- "GET /api/targets/{id}/notes/main’ — target main note

"GET /api/subdomains/{id}/note” — for each relevant subdomain
Skip anything already documented.

## Step 4: Write Subdomain Notes

Ensr anu *hinm enAacrifies +n a cohdamain fracan raco 1T+ Fuzsrinm hide nard Findinme A€ cmrmrnte Taadel annaAan A +n Fhat couhdamoin'e natda




FI FLAGS 1320 . BOUNTY 12,500 ROMK 5:*:

THE PAYOFF

BUG TYPES 1 FIND

:ch ‘ *
DURINHNG RECOHN INSIDE THE APP
+ Leaked API keys in GitHuk repos + IDOR, accessing other users’ data
+ Open 53 buckets with sensitive files + Broken access contrel and priv-esc
+ Misconfigured exposed services + Business-loglc flaws 1n payments

https://breachsimrange.io
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% AI JUST AMPLIFIES

VERIFY EVERY LEAD

IMPACT STAYS WITH YoOu

RESPECT THE PROGRAM

HURAH IH THE LOODP

YOUR SKILLS.

Reproduce 1t yourself before 1t counts as a bug.

You present the steps to the triager via video POC or 1mages.

Aveld mass automated neise and always prefer quality.

https://breachsimrange.io
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TAKEAWAYS

LESS0ONS LEARNHELD

*
SPECTALISE H KEEP MOTES

Choose one 1ssue that interests you and Track targets and techniques s¢ you can
go deep. reuse them,

H CLEAR REPORTS n ASK THE COMMUNITY
A clear proof of concept often earns When a bypass has you stuck, others
extra rewards. gften help.

https://breachsimrange.io
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( YOUR TURH
PICK A PLATFORM Make a HackerOne or Bugcrowd account today *:

PICK ONE BUG CLASS take a bug class and study that in depth 3

READ REPORTS DAILY Disclosed reports is your free curriculum
SET UP YOUR KIT Build up your arsenal using your own worflow
;4 SUBMIT A REPORT Your first one, even a duplicate teaches the loop lﬂll'
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	HUNTER
	BOUNTY $12,500
	LVL 9
	HOW I GOT STARTED AND HOW YOU CAN TOO
	RECON
	REPORT
	REWARD

	BUG BOUNTY
	https://breachsimrange.io

	HUNTING
	TUTORIAL
	WHAT IT IS

	Companies pay you to find and responsibly report security bugs. The work is legal, remote, and paid per valid bug based on the severity
	HUNT
	Test an in-scope target
	FIND

	Discover a real bug
	REPORT

	Write it up with proof
	REWARD

	Valid bug earns a bounty
	https://breachsimrange.io
	BUGS 47
	BOUNTY $12,500

	TUTORIAL


	KEY TERMS
	HackerOne, Bugcrowd and Intigriti list programs and pay bounties.
	PLATFORMS

	The assets you are allowed to test. Out of scope stays untouched.
	SCOPE
	SEVERITY

	Rated low to critical. Higher impact means a higher bounty.
	WORKFLOW

	Submit, a triager validates, then a bounty to retest.
	https://breachsimrange.io
	MINDSET



	NARROW AND WIDE SCOPE
	NARROW SCOPE
	WIDE SCOPE
	Specific assets like app.example.com and api.example.com.
	Widely tested, so more competition.
	Anything under *.example.com, plus third-party domains, mobile apps and GitHub leaks.
	Find forgotten assets that get less attention.
	https://breachsimrange.io
	LEVEL 1



	MY ORIGIN STORY
	It started with one disclosed report.
	While going through the daily disclosed HackerOne reports, something caught my attention: cache-poisoning bugs by Youstin.
	https://breachsimrange.io
	REP 9000
	BOUNTY $12,500
	THE SPARK


	DISCLOSED HACKERONE REPORTS

	youst.in/research/cache-poisoning-at-scale
	https://breachsimrange.io
	BUG BOUNTY

	WHAT A WEB CACHE IS

	A cache stores a copy of a page the first time it is served, so the next visitor gets that copy instead of reaching the origin server.
	USER A
	Requests the page. Origin builds it, cache stores a copy.
	CACHE

	Holds the copy close to users.
	USER B

	Gets the cached copy instantly.

	If an attacker makes the cache store a harmful or broken response, every later visitor is served it from the cache.
	https://breachsimrange.io
	REP 9000
	BOUNTY $12,500

	THE FIRST WIN

	MY FIRST BUG
	I created a python script to scan all the targets for this issue and found this on many private programs.
	MANUAL FIRST

	Tested my private programs one by one, by hand.
	SIMPLE SCRIPT

	It checked a single condition, nothing more.
	IT WORKED

	Enough to land my first valid report.
	https://breachsimrange.io
	BUG BOUNTY


	x-forwarded-sche → 301 → 301 → 301 → ....
	https://breachsimrange.io
	SCALING UP


	AUTOMATING THE CHECK
	THE BUG EXITS ON MANY TARGETS
	https://breachsimrange.io
	BUGS 47
	BOUNTY $12,500
	LOOT


	BOUNTIES FROM EVERYWHERE
	https://breachsimrange.io
	GOING DEEPER


	ONE BECAME MANY
	Research notes: which status codes get cached across different CDNs.
	VARYING ONE PATTERN

	Different CDNs: Akamai, CloudFront, Cloudflare
	Malformed or duplicate headers
	Responses cached by mistake
	Automation of each new pattern
	https://breachsimrange.io
	FLAGS 13/20
	BOUNTY $12,500
	RANK S

	EVIDENCE

	Redirect-loop DoS in browser
	Cacheing 400 bad request response

	https://breachsimrange.io
	ACCEPTED 31
	BOUNTY $12,500
	PAID $$$
	REWARDS from many progarms
	Cache poisoning denial of service by adding an invalid character per RFC 7230 across various programs, resolved and paid.

	https://breachsimrange.io
	LEVEL 2

	HOW I HUNT
	My repeatable recon process.
	Manual → AI ASSISTED
	https://breachsimrange.io
	HUNTER
	BOUNTY $12,500
	LVL 9
	THE PIPELINE



	RECON PIPELINE
	ENUMERATE
	PROBE
	COLLECT
	MATCH
	Pull subdomains
	Find live hosts
	Historical URLs
	Flag likely bugs
	Then open the interesting URLs and review them by hand. Tools surface candidates, manual review finds the bug.
	https://breachsimrange.io
	THE REAL COMMANDS



	RECON IN THE TERMINAL
	haktrails subdomains
	httpx live hosts
	gau historical URLs
	gf pattern match
	pbcopy one-liner
	open interesting URLs
	https://breachsimrange.io
	BUGS 47
	BOUNTY $12,500
	GO DEEPER

	AUTHENTICATED HUNTING

	Once you have targets, choose an app with a login. Private dashboards, billing and team management hold the higher-impact bugs.
	LOG IN
	Use test credentials on an authenticated area
	PROXY ALL

	Route all traffic through Burp Suite
	WATCH THE API

	See how the frontend talks to the backend, then tamper
	Extensions I keep on: Burp Flow for readable history, AutoRepeater for firing tampered requests and most IMPORTANTLY!!!! : Read the docs
	https://breachsimrange.io
	REP 9000
	BOUNTY $12,500
	GO DEEPER


	JAVASCRIPT ANALYSIS

	The frontend JavaScript reveals internal APIs, hidden parameters and undocumented endpoints, all from the client side.
	COLLECT THE JS
	Grab every .js file through Burp while browsing, plus waybackurls for older ones.
	EXTRACT ENDPOINTS

	Run xnLinkFinder over the JS to pull URLs, parameters and API paths.
	READ IT

	Beautify, open in VS Code, search for userId, token and fetch() calls.
	https://breachsimrange.io
	REP 9000
	BOUNTY $12,500

	REAL WORLD


	DEALING WITH TRIAGERS
	Triagers may gets confused and that is normal
	They want you to demonstrate impact
	A reproducible, measurable result settles it
	Proof of concept script is better
	They asked for real impact, and whether I could bypass the rate limit.
	A reproducible proof of concept video that showed measurable impact.
	https://breachsimrange.io


	DEALING WITH TRIAGERS: TIPS
	BUGS 47
	BOUNTY $12,500
	CRIT
	ISSUE I FOCUS: IDORS and BACs
	IDORs and RBACs in the APIs reached other tenants' confidential documents, 2fa bypasses and ATO

	https://breachsimrange.io
	REP 9000
	BOUNTY $12,500
	STREAK x12

	MORE!
	A run on the trading platform: IDOR, a 2FA bypass and privacy leaks across subaccounts.


	https://breachsimrange.io
	LEVEL 3

	MY AI AGENT SETUP
	A central API that keeps all the context in one place, multiple agents running in parallel for different tasks and a tunnel, so I can access everything from anywhere.
	https://breachsimrange.io
	AI SETUP


	WHY AI IS HERE

	Recon and first-pass triage are repetitive. Agents handle that volume, so I spend my time on judgment.
	AI HANDLES

	Enumerate, crawl, diff, summarise JS, flag candidates.
	I HANDLE

	Pick targets, verify impact, craft the PoC and report.
	https://breachsimrange.io
	AI SETUP

	MY STACK  >
	MY STACK  >
	One hunting agent, a skills library, and a shared notes API.


	Driver: Claude Code (also used kiro-cli)
	Skills: recon, fuzzing, portscan, js-recon, burp
	BB-Mapper API keeps every target and subdomain note
	A second agent dumps each session back into the notes
	https://breachsimrange.io
	TARGETS 128
	BOUNTY $12,500
	LIVE 94

	JSMon.ai watches target JavaScript and alerts me when a change looks high risk, with a diff and a plain summary.

	JS MONITORING
	It watches target JavaScript and tells me when a change looks risky.
	> Fetches and hashes each JS file
	> Gemini scores every change
	> HIGH risk pings Telegram
	https://breachsimrange.io
	TARGETS 128
	BOUNTY $12,500
	LIVE 94

	THE MAPPER
	Every agent reports into one place. The mapper holds notes, subdomains, JS files, reports and checklists for each target.
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	REP 9000
	BOUNTY $12,500
	STREAK x12

	TARGET NOTES
	Years of my own notes become the knowledge base: findings, leads and context the agents read and write back.


	https://breachsimrange.io
	FLAGS 13/20
	BOUNTY $12,500
	RANK S
	IT WATCHES FOR CHANGES
	When a target changes, an agent checks if it matters. A status code moving from 200 to 403 once exposed an internal data leak I would have missed.


	https://breachsimrange.io
	BUGS 47
	BOUNTY $12,500
	CRIT
	THE SKILLS LIBRARY
	Each skill is a reusable play the agent can run: recon, fuzzing, portscan, js-recon, burp, 401-403 bypass, bug-bounty-mapper.


	https://breachsimrange.io
	ACCEPTED 31
	BOUNTY $12,500
	PAID $$$
	A SKILL FILE
	Each skill is a small SKILL.md with a strict scope. This one, bug-bounty-mapper, lets the agent talk to the mapper over its bbm CLI.


	https://breachsimrange.io
	HUNTER
	BOUNTY $12,500
	LVL 9

	THE BRAIN-DUMP AGENT
	A second agent reads the session log, sorts what was done by category, and writes structured notes back per target and subdomain.
	THE PAYOFF


	BUG TYPES I FIND
	DURING RECON
	Leaked API keys in GitHub repos
	Open S3 buckets with sensitive files
	Misconfigured exposed services
	INSIDE THE APP

	IDOR, accessing other users' data
	Broken access control and priv-esc
	Business-logic flaws in payments
	https://breachsimrange.io
	BUGS 47
	BOUNTY $12,500
	CRIT

	THE PAYOFF

	Agents plus manual review, my best run yet.
	> Auth bypasses, IDORs, logic bugs (mostly)
	cache poisonings, RBACs and many more

	https://breachsimrange.io
	AI SETUP

	HUMAN IN THE LOOP
	AI JUST AMPLIFIES YOUR SKILLS.
	VERIFY EVERY LEAD
	IMPACT STAYS WITH YOU
	RESPECT THE PROGRAM

	Reproduce it yourself before it counts as a bug.
	You present the steps to the triager via video POC or images.
	Avoid mass automated noise and always prefer quality.
	https://breachsimrange.io
	TAKEAWAYS



	LESSONS LEARNED
	SPECIALISE
	Choose one issue that interests you and go deep.
	KEEP NOTES

	Track targets and techniques so you can reuse them.
	CLEAR REPORTS

	A clear proof of concept often earns extra rewards.
	ASK THE COMMUNITY

	When a bypass has you stuck, others often help.
	https://breachsimrange.io
	BUGS 47
	BOUNTY $12,500

	YOUR TURN


	YOUR FIRST WEEK
	PICK A PLATFORM
	Make a HackerOne or Bugcrowd account today
	PICK ONE BUG CLASS

	take a bug class and study that in depth
	READ REPORTS DAILY

	Disclosed reports is your free curriculum
	SET UP YOUR KIT

	Build up your arsenal using your own worflow
	SUBMIT A REPORT

	Your first one, even a duplicate teaches the loop

	THANK YOU
	QUESTIONS?
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