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$whoami
ABHIJITH “ABX” B R

https://breachsimrange.io

• Hacker, offensive cyber security specialist, security researcher,

red team consultant, trainer and public speaker with over a 

decade of experience.

• Founder and Director at BreachSimRange.io

• Founder of Adversary Village at DEF CON, Las Vegas.

• Organizer of Bsides Kerala and AdversaryCon.

• Formerly worked with Envestnet, Inc., Nissan Motor Corporation, 

EY.

• Spoken at DEF CON, RSA Conference, BSides Las Vegas/San 

Francisco/Tampa/Delhi, Hack Space Con, Nullcon, c0c0n and many.

• https://tacticaladversary.io/blog research blog

@abhijithbr

https://tacticaladversary.io/blog
https://tacticaladversary.io/blog
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Connect with me!
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Guardians of the Galaxy!
Security operations team!



What is Adversary Emulation?

• Emulate the adversary by using the same documented TTPs

• Must understand the known adversaries and threat groups

• Plan adversary emulation based on cyber threat intelligence

• Must know how to effectively emulate TTPs [Technical capability]

https://breachsimrange.io



Atomic Red Team  is a library of tests mapped to the MITRE ATT&CK® framework. 

Security teams can use Atomic Red Team to quickly, portably, and reproducibly test their 

environments.

URLs:

• https://github.com/redcanaryco/atomic-red-team

• https://atomicredteam.io/

https://breachsimrange.io

Atomic Red Team

https://github.com/redcanaryco/atomic-red-team
https://github.com/redcanaryco/atomic-red-team
https://github.com/redcanaryco/atomic-red-team
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RedTeamSimmer - Core Features

• MITRE ATT&CK navigation by tactic, technique, and sub-technique

• Automatic prerequisite handling. parses YAML, checks, installs, re-

verifies, then runs

• Live streaming output with stdout, stderr, and agent messages, 

toggleable

• rule correlation with Sigma, Splunk, Elastic, all local and offline

• Dashboard with ATT&CK heatmap, tactic coverage charts, and 

operations history
https://breachsimrange.io



Pre-built Emulation Plans

• APT28 (Fancy Bear)

• APT29 (Cozy Bear) 

• APT3 (Gothic Panda) 

• APT41 (Wicked Panda) 

• FIN7 (Carbanak) 

• Lazarus Group 

• Wizard Spider

https://breachsimrange.io
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Emulation Plans
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Wicked Panda

• A state sponsored threat actor whose goals 

include cyber espionage and financial gain, 

active since at least 2007

• Also known as BARIUM, Winnti, WICKED 

SPIDER, WICKED PANDA, Blackfly, Suckfly

• APT41 compromised and gained various 

levels of access to at least 14 organizations 

worldwide.

• The group’s targets include government 

and private organizations based in the India, 

US, Taiwan, Thailand, China, Hong Kong, 

Mongolia, Indonesia, Vietnam, 

Bangladesh, Ireland, Brunei, and UK.

[Wicked Panda | APT41 | BARIUM]

https://breachsimrange.io



https://breachsimrange.io

https://mitre-attack.github.io/attack-

navigator//#layerURL=https%3A%2F%2Fattack.mitre.org%2Fgroups%2F

G0096%2FG0096-enterprise-layer.json

APT 41 - MITRE ATT&CK Navigator

https://breachsimrange.io
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Try RedTeamSimmer today and support the project.

We welcome contributions of all kinds - code, documentation, bug reports, feature ideas, or 

testing.

GitHub Repository:

• https://github.com/BreachSimRange/RedTeamSimmer

https://breachsimrange.io

Try RedTeamSimmer Today

https://github.com/BreachSimRange/RedTeamSimmer
https://github.com/BreachSimRange/RedTeamSimmer
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linkedin.com/in-abhijith-b-r

Abx#1337

https://breachsimrange.io

https://x.com/abhijithbr

Keep in touch

https://breachsimrange.io

BLOG: https://tacticaladversary.io/blog
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Thank You!
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