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Security Drift: What happens
when you let different AI
agents build your APIs
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WHERE THIS STARTS

Vibe coding

You give in to the vibes and let the agent build.
You accept the changes, run it, and it mostly
works.

That's great for speed. The problem is what you stop
looking at, like who is actually allowed to call this
endpoint.



THE SHIFT

The way we build APIs has changed.

The use of APIs has grown with AI agents and MCP
servers. Instead of building every API by hand,
developers now use coding assistants to produce an
entire codebase faster.



THE CORE PROBLEM

Security weakens a little with every cycle

If the security context is not given to every agent
individually, each development cycle may weaken
the security posture little by little.

More vulnerabilities get introduced, because security is not
treated as a core requirement from the start.



WHY APIS SPECIFICALLY

The API is where authorization actually enforced

Authentication and authorization logic depends on the
API. So API bugs carry more severity.

A small drift here does not just look untidy. It becomes a real
access-control hole: someone reaching data or actions they were
never meant to.



CROSS-AGENT SECURITY DRIFT

Teams switch agents because each has different strengths

A typical workflow: the codebase gets modified by several independent agents throughout its development cycle.



AGENTIC RULE FILES

Repository-level instruction files

Repository-level instruction files carry conventions and
security requirements the API spec alone doesn't.
An endpoint says what an API does. It rarely says which users are
allowed to use it.



01  ->  05

Five agents, one codebase

 One rule: every write endpoint requires requireAdmin().



PHASE 1  CLAUDE CODE

Initial build with claude code

We create the API with Claude Code. In CLAUDE.md we
state the policy: every write endpoint requires
requireAdmin().

It also says: never remove security middleware to simplify a
route. If a change would break a rule, stop and ask.



PHASE 1  CLAUDE CODE

CLAUDE.md with explicitly stating every endpoints should havve requireAdmin()

Initial build with claude code



PHASE 1  CLAUDE CODE

Initial build with claude code

All the endpoints clode-code generated have admin only check



PHASE 1  CLAUDE CODE

Some endpoints legitimately don't need admin

Initial build with claude code



PHASE 2  CURSOR

Feature development with Cursor

Same codebase, different agent. We switch to Cursor to
build an invitation feature for the organization.

We give only a minimal prompt describing the functionality,
nothing about security. We assume it was covered in
CLAUDE.md.



PHASE 2  CURSOR

Feature development with Cursor

Cursor reads CLAUDE.md, but it prioritizes AGENTS.md and its own Project Rules more.



PHASE 2  CURSOR

Feature development with Cursor

Endpoints without admin only check



PHASE 3  GITHUB COPILOT

Quick inline edits using Copilot

We use Copilot for quick inline edits. Its only knowledge
is the open file and surrounding code, here the
invitation.ts that Cursor wrote.

We type a comment, and it autocompletes with
requireOrgMember() again.



PHASE 3  GITHUB COPILOT

Quick inline edits using Copilot

 github copilot doesn’t have context on the CLAUDE.md



PHASE 3  GITHUB COPILOT

Quick inline edits using Copilot

The codebase itself now teaches the next agent to do the
wrong thing. The agents are only following what they are
supposed to follow.



PHASE 4  CODEX

Bug Fixes with Codex

We noticed minor functional errors, inconsistencies
when different values are passed. We ask Codex to
fix them and look for other bugs.

The prompt is about functionality. Nothing about security.



PHASE 4  CODEX

Bug Fixes with Codex



PHASE 4  CODEX

codex didn’t checked the permission model in the generated API endpoints

Bug Fixes with Codex



PHASE 5  ANTIGRAVITY

Reviewing with Antigravity

We run a security analysis with Antigravity. Instead of a
generic review prompt, we tell it what to actually look for
in the API.

Specifically: check the documented rules first, then compare
them against the real code.



PHASE 5  ANTIGRAVITY

Review, but with security context



PHASE 5  ANTIGRAVITY

It caught the exact issue we were tracking



THIS IS WHAT WE CALL IT

Cross-Agent Security Drift

The code from every agent is not wrong in functionality. But
when we switched agents, the missing security context made
the new agent prioritize authorization patterns from the
existing code over the instructions in the previous agent's
file.

The rule existing in a file creates a false sense of security. The
working code always looks reasonable, so nobody asks who else
can use this?



Defense

Make the rules executable

Instruction files are useful for communicating requirements, but they should not be the only mechanism that
enforces them.



POLICY AS CODE

A test that reads the routes and checks the rule



CATCH IT AT THE SOURCE

Replay Phase 2, CI fails right there

If this test had existed when Cursor generated requireOrgMember(), the CI run on that commit would have blocked the
drift, instead of it moving on through Copilot and Codex.



TAKEAWAYS

Treat security as a core requirement

1.  Give every agent the full context - the API's purpose, the user roles, and which endpoints each role may access -
on every run, not just the first.

3.  How you prompt the reviewer matters as much as the file existing. Tell the agent to find the documented rules first
and use them as the source of truth.

3.  A rules file isn't enough. An ETH Zurich study found LLM-generated context files actually reduced task success vs.
no file. They get less reliable as they grow, and stale info misleads the agent.

4.  Enforce with executable authz tests in CI, not prose alone.



THANK YOU

Every agents worked exactly what its saw.
That's the vulnerability.

   Questions?
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